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FALKNER HOUSE INTERNET AND DATA SECURITY POLICY  Nursery – Year 6 (therefore 
includes EYFS)  
 
DCSF STANDARD 3 (2) c & d (drawn up with regard to DCSF 2011: Health and Safety DfE advice on 

Legal Duties and Powers for Local Authorities, Head Teachers and Governing Bodies)  

 

INTERNET SECURITY  

The online security of pupils, staff and visitors is of great importance.  

 The school’s head of IT is responsible for day-to-day internet and technology security at school (as part 

of the school’s wider safeguarding strategy) following the protocols agreed with the headteacher and set 

out in the IT and child protection policies. The head of IT would refer any concerns to the Principal 

who is the Designated Safeguarding Lead (DSL) 

 The school network uses OpenDNS for web filtering to ensure, to the best of our ability, that pupils and 

staff are protected from unsuitable sites.  

 Pupils using iPads have additional web restrictions applied at school.   The school advises parents that 

they are responsible for monitoring what websites are visited by their children at home. 

 Pupils are only allowed to use the internet at school in the presence of a teacher and are instructed as to 

the websites that they can view. 

 Staff sign an internet/technology/data code of practice (see staff code of behaviour) before starting 

work at Falkner House and on an annual basis  

 Pupils also have to accept the school computer behaviour policy before they can log on to the school 

computers 

 Visitors are not allowed access to the school wi-fi.  

 Parents are invited to come in for annual in-house sessions on online safety led by the school’s head of 

IT. The notes and advice from these sessions are also available within the Parent Handbook. 

 Pupils are taught how best to protect themselves and their peers online in IT and PHSE lessons. Please 

see PSHEE Policy. 

 Staff are prohibited from cyber contact with pupils or former pupils aside from in a purely academic 

context e.g. homework.  See staff code of behaviour. 

 Pupils are not allowed to have their own personal mobile devices or Kindles (aside from their 

school iPads) in school or on school trips. 

 If a pupil is travelling to school independently and parents feel it is essential for their child to have a 

mobile phone, the parents must liaise with the school in advance.  A mobile phone would have to be left 

in the school office for the day, as pupils are not allowed personal devices in school. 

 If staff have concerns about a pupil’s use of the internet or technology at home, this would be referred 

to the Principal (DSL). 

 

DATA SECURITY  

Falkner House uses Google Apps for Education to store data, to allow for fast, easy collaboration and for 

seamless compatibility between devices. The data centre network from Google Apps provides exceptional 

security and guarantees reliable access to our data. All data is automatically backed up onto Google servers. 

Falkner House data is owned by Falkner House and is accessed by private logins and usernames. Google’s data 

centres are designed and built for their applications and do include unnecessary hardware or software. This 

reduces the number of potentially exploitable vulnerabilities. They guarantee 99.9% uptime

and build-in robust disaster recovery. Google Apps and their data centres are also SSAE 16 / ISAE 3402 Type II 

SOC 2-audited and have achieved ISO 27001 certification.  

 Pupils are only given access to their personal documents. 

 Staff have access to the school’s data both in school and out of school. Staff are all required to sign a 

data privacy form and understand the importance of keeping data private. 
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 Staff all have to sign on an annual basis the Falkner House staff internet and data privacy codes of 

practice 

 
Our IT company, Mtech, hosts all our data and their security policy can be found at the foot of this document. 

 

FALKNER HOUSE PUPILS'  INTERNET CODE OF PRACTICE ON 
COMPUTERS Nursery – Year 6 (therefore includes EYFS)  

 
 
I undertake to only use the internet when supervised.  
 

 I agree I will access only sites and material approved by my teacher and relevant to my work in 
school  

 

 I will log on to the school’s computer network using my unique username and password and will 
not allow any other pupil to use my username and password.  

 

 I will log off at the end of each session.  
 

 I agree I will not at any time log on to any internet chatroom or similar facility which may result in 
any personal details being disclosed or may identify me to persons unknown.  

 

 I understand that the school and its Internet Service Provider can, at any time, access and monitor 
my usage of the computer.  

 

 I may not download anything from the Internet (including screen savers, games, video clips, audio 
clips, "exe” files).  

 

 I will only send and receive emails, or open attachments under the supervision of a teacher  
 

 I will report any incidence of bad language or distasteful images to a teacher if I come across them 
accidentally.  

 

 I will always be myself and will not pretend to be anyone or anything I am not.  
 
 
‘Accept’ box on screen. 
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FALKNER HOUSE PUPILS' IPAD CODE OF PRACTICE  
I understand that it is very important to be responsible when using the iPad. I accept that I must not:  
 

 Send emails  

 Download any software, apps or music  

 Use chat rooms, online games or social media  

 Change any settings, passwords or accounts  

 Delete anything  
 
I will remember to:  
 

 Charge my iPad every night  

 Bring it into school every day  

 Look after my iPad  

 Make sure I keep my folders organised  
 
I also know that it is important to be aware of online safety when using the Internet. I agree that:  
 

 I will not give out any personal information such as my address, telephone number, or the name of 
the school  

 I will tell my parents, or teachers if I come across any information or pictures that make me feel 
uncomfortable  

 When at home I will talk with my parents so that we can set up rules for going on the iPad and 
online. We will decide upon the time of day that I can be online, the length of time I can be online, 
and appropriate websites that I can visit. I will not access other areas without their permission  

 I will be a good online citizen and not do anything that hurts other people  

 I will help those who might not understand how to use computers and try to teach them about the 
internet and how we can use technology  

 
 
 
I have read the Pupils' iPad Code of Practice.  
 
 
 
Pupil signature         Date 
 
Pupil Name  
 
 
 
I have read the Pupils' iPad Code of Practice and I have discussed it with my child.  We agree to support the 
school's policy on the use of the iPad and internet.  
 
 
Signed           Date 
 
Name of parent 
 
 
 



M-Tech Systems Ltd, Martello House, Edward Road, Eastbourne, East Sussex, BN23 8AS  

t: 01323 404040  e: info@mtechsystems.co.uk 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 Data Centre (A) Security  

 

 

 

 

 

M-Tech Systems Ltd 

www.mtechsystems.co.uk  
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Location 

 

Our approach to protecting our Data Centre is to create successive layers of security measures – such that the 

facility is protected by numerous security controls, designed so that the failure of a single group of protective 

controls does not necessarily compromise the entire Data Centre.  

 

Our location is free from natural or man-made hazards such as flooding and is also not close to hazardous 

operations, pollution or contamination. The site is not isolated and is manned throughout the day and is not located 

in a high crime area where effective security measures could be more challenging.  

 

The rear of the building is surrounded by a concrete trench whilst access to the front of the building/car park is via 

an arch through which a vehicle no bigger than a Transit type van could pass. Access for emergency service 

vehicles is provided via a separate side ramp. The entrance to the building itself is permanently lit and monitored 

by CCTV.  

 

Network Operations Centre (NOC)  

 

The NOC is located within the same building as the data centre, on a different floor, with diversely routed 

connections to control systems within the data-centre.  

 

Staff Vetting & Access  

 

Only permanent M-Tech Systems staff members and authorised data centre personnel have access to the facility. 

Only senior data centre engineers have access to the generator room. All staff are subject to M-Tech System’s 

vetting procedures.  

 

Limited Entry Points  

 

The Facility has a single point of entry for people and equipment via four security doors all with access controls, 

which must be activated for visitors.  

 

Redundant Utilities  

 

We have physically diverse fibre routes into the building utilising different carriers. These connect hosted equipment 

to multiple locations in different buildings at Telehouse Docklands and directly to the internet via the data centre  

core network. The data centre core network is built upon industry leading Cisco routing and switching 

infrastructure.  

 

There are also dual routes for electricity into the building served by diverse power sources.  

 

HVAC  

 

The facility has 125Kw of High Efficiency Mitsubishi Cooling spread over 5 down flow air handling units to a common 

underfloor plenum – ensuring adequate cooling in the event of a unit failure.  

 

Dual UPS & Generators  

 

The facility has dual UPS systems that are backed up by dual diesel generators. These provide 200 KVA of online, 

double conversion UPS capacity arranged in redundant A+B configuration for maximum protection. 370 KVA 

Multiple Backup Generators with fuel capacity for 24 hours of continuous running. Refuelling arrangements in place 

mean services can be provided should the power fail to be restored.  

 

The generators are housed inside the main building, separate to the main data-centres. Access to this area is 

restricted to senior data centre engineers.  

 

CCTV  

 

Surveillance cameras cover the entrance hall of the building and the data centre itself is covered by a CCTV system. 

High quality stills and video storage are backed up to offsite locations for safety.  
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Strict Access Controls and Audit Trails.  

 

Visitors to the facility must be on the data centre access list or have temporary access granted to them by a senior 

level person on the access list. Visitors must use the external door buzzer to access the main building then report 

to data centre reception, where upon the access list and photo ID are checked. Once the visitor’s access rights 

and ID are established they are photographed and a proximity card, with name and photo is issued, along with 

their rack key, giving them access to their rack within the facility. The card is deactivated at the end of the visit and 

the visitor signed off the premises.  

 

Paxton Net2 Proximity Card access systems are used to provide the high levels of security & audit trails mentioned 

above.  

 

Fire Suppression  

 

An FM200 Fire suppression system is deployed for maximum protection with no equipment damage in the event 

of a system activation.  

 

Environmental controls  

 

The facility has full environmental controls with temperature and humidity monitored 24 hours a day, 365 days a 

year with appropriate alerting in place for data centre engineers.  

 

Alarm System  

 

Centrally monitored independent alarm system with 24x7x365 security response.  
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